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g The Netscape CA - User Interaction h

An identity certificate binds a user name to a public key in a
document issued by a trusted third-party (the Certification
Authority.) The private key and the public key are
cryptographically bound - what one encrypts only the other can
decrypt. Itis this binding that allows the private key - if it has been
held in confidence by its owner - to strongly authenticate the owner
to anyone who obtains the owner’s public key from the CA.
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Akenti / Netscape: Identity Establishment

Generation, Maintenance, and Use of A Public-Key Based Identity - Netscape CA
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Akenti / Netscape: Identity Establishment
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Hexe is the Certificate that is being presented.:

Certificate for: Laweence Berkeley Mational Laboratons
Sizned. ko Lawence Berkeleowr Mational Laboratans More Iofo
Encryption: Export Grade (RC4- 40 swrith 40 - bit seceet ke

The sigrer of the Ceptificate proroises wou that the hioldez of this Certificate is who they sa thenr aze. The encerption lesrel is
anindication of boser difficult it seould be for someone to easesdeop on args information exchanged betseeenwou and this seeb
site.
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: Accepting the CA's certificate. :
i i
i i
I - - - - - L. I
1 The Netscape browser requires an explicit action on the part of the userif a certlflcatcii
1.
1 Is presented to the browser. i
i i
i i
i i
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B:;u:k Fu:-nl.l;rﬂ H:n-:e HJ:;;I Irnl;és g;én F1“:Irl'|II I:n: S‘u; o o -
| B || E ] o | o | e | ' The Certification
Hetsite: IIhttps ffidog-cal : A h . .
What's Mew?l What's Cuul?l Destinatjnns| Het Eearc:hl Peuplel Euftwarel i Ut Orlty ISSUES
y . .
identity certificates
- NETSCAPE CERTIFICATE SEF
CERTIFICATE to users.
SERVER
The CA will have a
T | [Privileged published policy on what is
Pubtic Mon required of the user in
mE Ny .
‘ Eequest a Personal ’ Order tO recelve a.
B Cortificate ] . .
LR certificate. The request is
Caieil received by the CA
- administrator and held
List Certifiates ® until the user identity
Accept This ' verification process has
Authority in Vour Welcome to the Metscape Certficate Server! The certificate server allows wou tdl
Mavigatoy certdficates. [ been com pleted .
Accept This The left frame in thiz window displays amenn of operations that you can pexfum.-[h?:re—am-tw?m?nu? available: I T © "
Authoritrin ¥oue
Sarver ® Public Menm. If youneed to request a ceraficate, search for certificates, tmst a ceroficate authority, or review
Borriewr Cortificate a certficate revocation list, nse the operatons available in the Public Menm,
Revocation List To access the Poblic Menn of operatons, click the Public button.
\ & Privileeed Menw. If wou work for this certificate authority as an issuine agent or admanistrator. and vou need to N J
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Akenti / Netscape: Identity Establishment

/ e mcccoooooooooo

Back  Fonward Reload  Home  Search  Guide Print  Securty  Stop | The user Supplles |
J " Baokmarks j{. Metzite; Ihttps:h"idcg-caf 1 . I
S— S the basic :
- x Ny
ETSCAPE ’ Request a Personal Certificate " &, . - I
Sl __--, Information fora ,
This form will help ynupﬂtuﬁetﬁrﬂeﬁfﬂnﬁuﬂhﬂﬁu Feed to submit a tequy . 1
al certifi .
pessone coficel : certificate :
IVMPORTANT | i
When making this request you must use the Navigator in which you wish fo use thy |
| |
T
User’s Name ' “Your Full Name” !
Puhlic Menu En;:t i;illugzlgzr those fields that wou wish to have in yvour certificate. Vour site mcjll becomes your “Common :
E t ' .
Pessonal ' Name” in the X.509 :
Certificat . ; ; _ -
BN cate Your Full Name: William E. Johnston mwaat. lbl. gowv 1 Certlflcate If the same CA i
Eeguest a . . . [ . |
Server Login Name: Johnston ; Issues you multiple "
Cettificate . . . .
. N Your E-mail Address: wejohnstonflhbl.gov : CertlflcateS, then the :
Barc or . . . .
Centificates Organization Unit: ~ I¢3D 1 hames must be unique.
List Or ization: awrence Berkeley National Laboratory I “ i
Certificates . : The exact form of “Org. :
_ ountry: us .
Accept This 1 Unit”, “Org.”, and I
uthority in
% s W Check here if this certificate will be used for electronic mail : “Cou n‘[ry" must be :
Accept This Contact Information I ObtainEd from the CA 1
Authority in ) .
Vonar Server Enter an e-maill address or phone number at which vou can be contacted regardindn, o oy pmpm w0 oo o o o= o= o= o= -l
Heviewr )
Certificate E-mal wejohnstonflbl.gov

N
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. User key-pair generation

:The browser generates you public/private key pair, stores the private key locally, arrl

. "packages the public-key as part of the certificate request. .
| |
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Akenti / Netscape: Identity Establishment

N

IE!—\

It 15 strongly recomurended that you protect your Private Fey with a Coneranicator password. If you do not
watit a password, leave the password field blank.

The safest passwords are at least 8 charaters long, include both letters and numbers, and contain no words
from a dictionaty,

PHSSWI:II'I:l Eolr i i il e i e )

Type it again to confifmn; s rsssssrrrxy

Important: Your pasword cannot be recovered. If you forget it, you will lose all of your certificates.

If wou wish to change wour password or other security preferences, choose Secutity Info from the
Communicator met.,

Your private key IS your identity!!

Netscape keeps a database of private keys and the associated X.509 Common Names.

This database must be passphrase protected. Use an unguessable, but easily
remembered passphrase. WRITE IT DOWN (and carry it in your wallet or similarly
private but convenient place).

£
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J'Ennkmarm Mgt{. Netﬁite:Ihttps:a".-"il:ln:g-n:a.-" -

METSCAPE
CERTIFICATE
SERVER

) 2

l-----i-----=- =

— - - L} L} L}
=" Personal Certificate Signing Reques ..
y D
Wour request has been submitted and will be processed by a representative of the certificate autlmt‘itj,r.“
Pleaze mclude the reference nmumber helow when ihoquiring about this request. You should save this
'S Ttput until vou recerve the requested certificate. P

N ‘f

ol
t S~

L | -
il . -
i N --
il B L

Reference Mumhber: 29

Public Menu Subject Name

Eeguest a

’ Petzonal E=wejohnstonidlhl.gow, CH=Willism E. Johnston - maat.lbl.gowv, UID=johnston, OU=
Cerificate

Subject Public Key Information
Eeguest a
Setver ) .
P Algorithmm: PECI #1 R34 Encryption
Certificate Pubhlic Eey:
Seatch for Nodulus:
Certificates O0:cS:f8erf4:83tad4:d7:84:86:9:71:04:ed:@4:Af: 90516 d7 1 75:1a5: 62 183 :
dAS:df: 7314347 ih3i39thetZd0:iabi01:8b 230581 bh1l:d3e:73:509 :ffiqae 52 b2 £fc:85:
List Shiggidl:0a:52icfifordoiad tdZ1 101471631893 t05tacifarectbd
Cettificates Pubhlic Exponent: 65537 [(0x10001)
M Requestor's Contact Information
Authotity in
Your
Hawigator Name: Willam E. Johnston - maat. bl gov
b eeent This E-mail: wejohnston@@lbl gow
Suthority in Phone: >10-438-5014
¥our Setver
\ Reviear J
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Akenti / Netscape: Identity Establishment

Pt Certificate Signing Request Queune
EETIFICATE
ERVER Ref # Type ‘ Filed ‘ Updated Agent
State Subject Name Issued
Cert #
ﬁ Pr'wileg&d 15 server ‘ FriZep 0531130 685 %% m J m e e YT . o |-“-‘"-h-'—‘h m u'my
N Tal [ |
et s S DU— : The CA Administrator .
List Certifi i I -
, LimCuifia 0 Interface. u
18 server ‘ bdon Sep 08 120 |
Search for | |
Coartificates walting [ CH=imglib 1bl gow, OU="1CED", 0="Lalll [ |
. . .
List Cenificss . The request waits until the .
o 20 | s | Tmocozoes  gdministrator has performed any .
EU.E!E 2it111Cates . . . L. .
waiting | CHoslsa Mot car, ou-icsl - Necessary identify verification. 0
Bewoke Certificates | i
AN E SN S S S S S S S S EEEEEEEEEEmnail
Update Certificate 27 SErVEr ‘ Mon Dec 02.1E48-:14;195? - Mdon Drec 01 15:458:14 1997 (mnassigned)
Bewvocation List ﬁ]_ - - - = =
. Shrtidgenese 1bl soyw, Cl=rackyr 1bl gov, OU=ICED, O=Lawrence Betkelar Wational Laboratd®r, my
Updats the ﬁmﬂr'? ST=California, C=US - T~ wia
Drivectory Serwer o N o
EequestaCd 7 4 >
— . 29 client ‘ Fri Dec 05 16:47:07 1997 ‘ Fri Dec 05 16:47:07 1997 (umassigneg)
\ +—
e E=swejohnston@lbl gosw, CIT=AFilliaon E. Johoston - moaat.1bl.gosr, UID=jobhoston, QU=ICE0, ﬁ"'
“;mmg O=Lawrence Bexbelew ITational Laboratorny, C=U% o 8
~ i L
’_. -
K S - ooy -m - - /
= e = = = == == - wm . -
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Akenti / Netscape: Identity Establishment

Personal Certificate Signing Request
TE
Your request has been subrmitted and will be processed by a representative of the certificate authority.
Flease include the reference mumber below when moqunng about this request. You should save this
output until you recerve the requested certificate.

Reference Numher: 22

IJ

Subject Name
Open Page |

Enter the world ‘wide ‘Web location (URL] or specify the local file you would
Subject Public Key Informati ke to open:

E=wejohnston@ 1kl . gow, CP

Ihttps: #idog-ca bl govdems Yop=dizplayByS enaltzerialMumber=1c Chaooze File...
Algorithm: PECS #1 RSL I . - ——
Public Fey: Open location or file in: ¢ Composer
Modulus : = Navigator Open | Cancel | Help

O0:c5:8e:f4:83 ¢
dg:df:73:47:b3: H
Sh:g5:dl:06:5Z:0L: fE' *&c ad: l:i

Public Exponent: §5537 (0x10001), The certlflcate pomter that was !
mailed by the CA is invoked byI
the user to install the certificate,

In the local environment.

1

i

Requestor's Contact Information

= &

I
|
|
Name: Willam E. Johnston - mmaat Ihl gl
E-mail: wejohnston(@lbl gov .
Phone: 510-486-5014 .
|
a

e meemeeceeeeceeee———

|
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Akenti / Netscape: Identity Establishment

/ 4392 rde i f2 8V therdg a8 i fotegr2d a2t V206 derderdErder ler et 6l \

- New User Certificate - Netscape

You have recerved a new Certificate. Commnanicator will refer to this Certificate by the name shown below.
Vou caty use the name provided or enter a new one,

Click OK to install the certificate into Conenurnicator or click Caneel to refase wour new Certificate.

i : i iam E. shn=ton — maat. .gow'=s Lawrance Eerkzles= atia
B cate [ athe: Will E. John 1bl _gow'= L Eerheley W

W Niake this the default Certificate for signed and encrypted e-mail

! I I I N NN L |

Certificate for: William E. Johnston - maat [bl gov Show Certificat | I 1

Signed by Lawrence Berkeley National Laboratory o -eriieate | o 1
' Certificate !
! Installation }
i |
i |
|

More Info... |DI«{| Cancel |

This Certificate To a Navigator

@ 1z for yvour personal use, you can click on this hnk now or open this location later J
Imaging and Distributed Computing Group, 14 -
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Akenti / Netscape: Identity Establishment

I

Your Certificates

= | Security Info You can use any of these cerhificates to identify wourself to otk
Passwords Cotntranicator uses your certificates to dectypt information ses
- are signed by the orgarmization that 1ssued thern
Navigator
Messenger These are your certificates:
I Java/JavaS gript William E. Johnston - maat. bl gov's Lawrence Berkeley Matic
gt
T | #Certificates ~\
| Wours i
' ’
-1 People P
N e =”
. Web sifes
I Signers
i C hi
ryptocraphic _ :
; Mudu]eg;a You should m_al-:e a copy of your certificates and keep thern i
o lose your certificates, you will be unable to read encrypted mal
& may hawe problems identifinng yvourself to web sites.
¥
K Get a Certificate. . | Import a Certificate. .. |
L
p
=
o
<]
I

04 Cancel | Helpl

-

hitnsdfdeo-ca bl cow/cms Top=cetBvRenal &zenal Mumber=1c

The Netscape 4/ ,
Communicator
Security interface -
after the new
certificate has been
Installed.

Imaging and Distributed Computing Group, 15
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ool Soc A0 bd 053 AT US dl A S Th:bd 33 Ak bo b Al 12 0
2o:eb:44:42:2d:e5:01:81:ba:18: 9a: 64 73:57: 88: e5:46:43:00: £4: 9b:

CAPE Ga:la:54:4c:21:94:22:04:52:9b: 8F:1e:e9: 25: 5F:46: 1a: 27; 3b: £4: 9.

- fE:24:38:61:d42:01:a8:be:06:1e: 78:96:82:e8:ba:17:c1:b7:40:10: aa:

[FICATE C2iEf3f:28: Te:£3:40: ol -dd:fo: TE:aa: 96 3d: o5 e3: 57 8f:cl: db: dd:

'ER gg:22:lﬂ.G:fE:B?:hE:EE:ES:fG:EE:2!5.:-3.2:'?2:UE:lﬂ.E:lﬂ.E:lﬂ.E:q-G:lE:Ec:Eli:
-}

Requestor’s Contact Information

Name: William E. Johnston - maat.Ibl.gov
E-mail: wejokmston@lbl.gov

| Eriviieged] Phone: 510-486-5014

eged Menu Installing This Certificate In a Server i T h e C Q
it Ceptificate The following format can be nsed to nstall this certificate into a Metscape server nsing the se:rl
hing Feguests forms under the memm bar category Ercryption. =
i+ Administrator
wehfor - BESIN CERTIFICATE----- I
rtificates MIICETC A AgRwl BAGTEHDARE gk qhl 16 9w 0BAQOF ADE e 0 swC Q¥DV 0 0 GENT WUZEn
- Moz 11 bl 1T ER 2emS S PIranmitn a 2% c 7Y I aTw R N STTEansTreT 2R ih 2 Th Ac9neTPH t t th
it Certificates >3 Netscape: Open Location . CO n aC S e

gy Certificates Open Location: I http: /fidcg-ds/ds. htnd] : d I re CtO ry Se rve r tO

.
ke Cartfiots , Install the new User
Open |

Clear Cancel | § . .
:  Certificate in the
wocation List -
v ' CA LDAP database
gectory Server Importing This Certificate To a Navigator . . .
i% If this certficate iz for your personal use, you can click on thiz link now or open this location 14 SO that It WIII be

. _ _ ] . .
httpe:Midee—calbl sow'emns? op= getByS eriald s eralbnmber=1c : avallable to Akentl.

In order to import this certficate nto your Mawigator’s list of Personsl Ceraficates. If this cent]
another nser or by a server, you can forward this page to that user or to the server’s administrdl
Inztallation. e mEm S S S S S S S S S S E -

Directory Update Result

N /
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Akenti / Netscape: Identity Establishment

>

File Edit View Go Bookmarks Options Directory Window

~ Netscape Directory Server™1.01.

@ | 226 fetscape Communicat ons Corporation. All Rights Reserved.

ISma.‘rt aearch Iﬁdva:nc ed Search INE.W Entry

Welcome to the Netscape Directory Server Gateway

“With the Metscape Directory Server Gateway, yon can search for, modify, and create entries in the Metscape Directory Server.

The toolbar vou see at the top of this window 1z always available when wou are nsing the Directorny Server Gateway. Y ou can click on the |
perform any of the following tasks:

amart searchis the easlest way to search the directory. Smart search examines what you type and antomatcally seld
Smart Search . )
more methods of searching the directory.

Ad ed Search With ﬁd@.‘ncad Sga.‘n:h, yom can specity exactly what yvou are looking for, swwhat attabute you wish to search for, and
= | of matching wou wish to allow,

Mesw Entry allows you to create new entries in the directory. Depending on how the system administrator has setup
directory, you may need to be granted special penmission to add new entries, If yon are not sure, ask your systermn ad

Youuse the authentcation screens to log nto and out of the directorny. ou need to authenticate before won can modi

entries to the directorny. Y ou may also need to anthenticate before searching the directorny, if vour system administrat
If.

Imaging and Distributed Computing Group, 17
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Akenti / Netscape: Identity Establishment

- Netscape Directory Server™1.01

& | P76 Metzcape Communicat ons Corporation. All Rights Resere

Srmart Search Advanced Search NE“"' El'lt.l E

Stﬂp 1. Select the type of entry to create. Person -l

The directory

Step 2. Provide a name for the new Person. location is given as

en=| willism 2. sobmston - mast. b1 goil the lowestlevel node

(1.e. the full path
name of the

M [ou=rcsn, o-Lawrence serkeley National Laboratom, o=us “directory”) in the

X.500 information

tree.

Stﬂp 3. Use the popup below to select a directory locaton for this Person. If vou select O
narne where this entry shovld be added.

Stﬁp g, Click Continme. You will be presented with an editable view of the entry. When e

‘ Cnnﬁ.‘nuel

NG /
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Akenti / Netscape: ldentity Establishment

The directory can
probably be
populated
automatically with
associated
iInformation.
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Akenti / Netscape: ldentity Establishment

' ' ldentity certificates must be |

:in the CA’'s LDAP server for

Akenti to be able to use
them.

o
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Akenti / Netscape: Identity Establishment

Update the Directory Server

In roost cases, the divectory is updated autornatical Iy serth the latest changes to cextificates and certificate revocation lists. In
a fewr situations, hoseresrex | wou, ooenr eed 1o update the dizectornr oanually, In those cases, wouw canuse this foron to ooake acor
rwecessary updates manually.

Note: Aoy cextificates isswed ox resroked during the update ey o ooey not be reflected in the dizectornr. Wou roayr use this
foron again to update those certificates. FE s s s s s m u's

I -
Check one or more boxes below. 1 D ire Cto ry
|
o Update everything in the datahase to the divectory. ] server
(This will nclude all selectons below) i .
| ' maintenance.
1t | Update the certificate revocation list to the directory. 1
uests
|
|
_| Update valid cexrtificates to the divectoxy. 1
3
) — |
icates From Senal Mumber: |} {blank for no lower lut) |
|
. : N 1
ificates To Serial Nuher: i (blank for no upper Linit) !
|
rtificates |
_| Remove expived certificates from the divectory. i
wificate B N N N NN ENE R T
List From Seral Mumber: |} (blank for no lower linat)
p— Ta Serial Mumher H (blank for no upper lrnat)
A
_| Bemove revoked certificates from the divectory.

- /

Imaging and Distributed Computing Group, 21 ———
Information and Computing Sciences Division . |

[Netscape.User-CA.interaction.VG.fm - January 20, 1998] =t L=l




Akenti / Netscape: Identity Establishment

(J.".l".! (S ¥ S ECRY N & E o Ll ss. | =
& cookies Z registry
304 history.db 48 secmodule. db

Z historvy.list

madunbai@portnoy (7)) snetscapes

[1] 1le&£3=7

wmadunbai@portnoy (81 =1ldapsearch -b "cn=William E. Johnston - maat.lbl.gow,ou=ICED
,o=Lawrence Berkeley National Laboratory,c=U5" -h idcg-ds=s_.lbl.gow "cn=*" -
crn=William E. Johnston - maat.lbl.gow, ou=ICED, o=Lawrence Berkeley National Lalw
oratory, o=U5

obhjectcoclass=top

obhjectoclass=person

obhjecteolass=organizationallPerson

objecteolass=inetlrgPerson

crn=William E. Johnston - maat.lbl.gow

sn=Johnston

title=uszer

creatorsname=cn=Directory Manager,o=Lawrence Berkeley National Laboratory,c=U=3
createtimestanp=13271206011959Z2

wodi fytimestanp=19371Z06012107Z2

modifiersname=cn=Iirectory Manager,o=Lawrence Berkeley National Laboratory,c=U3%

usercertificate;binary:: MIICEfTCCAeagliwIBAIEHDANEgkaqhlki GowOBAQQFADE MO sw QYT
TOQGEw IV Tz B ICwCAITEChMI TEF 2ena Y i TglnWyaf W Ex¥dr g TuF 0allPu T iy TEFibh 3 ThdZ9we TEN
Mi=CAITECxMESTNTRDEQMA4 CAITEAXMHETRD By 1D 0T Ae Ful ENz EvMD TwM DT EMeha Ful B 0D A Z M O
MDUZMehalIGEM0=swC YD VOAGERIVUE EuMCwGALUECKHMITGF 3 onu Y 2UginVWyas Vs 2k gTnF 0allou
Ty TEGFib3ThdE3ye TENMA=GAITECxMESTUNTED ETMEY G omS JonTEixkAQETCEpvatb e dEoalls s
EQVDVOQDEy I alxsallFtIETIEpwaGisdEouIC0gbhWTFhAC S sTuwmaZ 2 9 2 ME EvHu Y JEo Z ThycNAQKE
Fhi3EZWMpvatizdEoulGxibCinb 3T wDANEgk qhki GOwOBAQEFAANLADETAR EAXT 70 TxhIatfcQTe
1N+QyGeXdahig?] fdEez0bd qoquELIvix TnlE F6 58wy FIT4 ) FEILP+Tyvi OhZHY EMFr Pr sw(] TD A AR
ozTWwHDAPE gl ghk gBhwh CAQEEBAMC A AwHuw YD VEOJBEEqwF o AUTC Qe dgl LyvwWprM7ELIPLL1 7 full4 P s
DOV JEoEZThweMAQEEEB QAL Y EAMMTI =T LOfWZEFO0Zp funllpn) ¥ ochEOLOVEQLi 31 AT GEGIpkela T ETTZD
APShahpUTCEATI=RAndBataN fPhond f 3pFi0d4YATBELwGHRI Wini 6 FEGE0LCqwl 8 /FH7=0MFE /H+ o
173F41lePwdbUTQELoBoe+0G] B6CEicgbiE3thiHnt glo=

midunbai@portnoy () = A

mudumhai@portnayiﬂj}l

N\

‘-----------'

\
\

manual
LDAP query
to check the
installation
of the new
certificate

response
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