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The Akenti User Interaction

The normal user interaction is intended to be as transparent as
possible. When attempting to access a secure resource, the use
client (e.g. a Web browser) supplies the private key to authenticate
the user. The access control system identifies and obtains all of the
required certificates: use-conditions for the resource and the
corresponding user attributes. When the use-conditions are
satisfied and the user identity authenticated, access Is permitted
with no user action other than making the private key available.
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Akenti: User Interaction

Select Prohle X E

—Select a profile

Frofiles allow zeveral uzers to share one copy of Commmunicatar.
E ach profile containg ite own email account, bookmarks, address
boaol., stored messages and preferences.
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Select a user profile.

Netscape can manage multiple use
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, Instantiate their identity on multiple
I systems.
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a4 e
New user certificates:

1

e S— ' (Identities) may be |

Lock in: |ﬁ johinstan | ﬁl s = donty I vaUIred frOm a :
_[:I archive HeE Em'

5 o eeoptei Certification

al ' i . 1

N;ws - ! Authority or :

u3-maat.p

' imported to a user ;

: profile. .

File nanme: |u3-maat.p12 Open | i

Files of type: IF'KES12 Files [*.p12) j Cancel : _ . - :

_ I 1 Your identity certificates  #

M . may be exported and saved

Signers =] " on a floppy, or even kept on :

Cryptographic Tou shc:-gld malte a copy of your cerbficates and k; your Web page, and 1

Modules vour certificates, yvou will be unable to read encrypty © d h I

have problems 1dentifing yvourself o areh BB = =0 Imported to ano_t er _ .

/‘ ! browser. (Your identity - :

Get a Cerificate. . |' Import & Cer‘[iﬁcate.l the “_p12” file -is encrypted ]

. . |

. s when you export it froma

~*-..__Jlbrowser.) :
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\_ /
Imaging and Distributed Computing Group, 4 e a

....... 1
[Akenti.UserInteraction.process.VG.fm - January 20, 1998] ﬂ:l:l_ll;"\-

Information and Computing Sciences Division



Akenti: User Interaction
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' The first time that
' anidentity is
Imported to a user
profile, a certificate
i .
: database is
The safest paggwords ate at least 8 characters long, include both letters and soumbers, and contain 6 .

established for that

from a dictionaty.
profile.

Get a Cerificate. . | Impart a Certificate. . |

It is strongly recommended that wou protect your Private ey with a Conununicator password. If yu!

want a password, leave the password field bland.

Passw@rd: I'.\".\".\".\".\".\".\'?r?rﬂ"ﬂ'?r

Type it again to confirgmy; |[Frrssrsxsaes

Mportant: Tour password cannoi be recovered. If you forget it, you will lose all of your cerﬁ.ﬁcatel. .
I-------------------------------II Th|SdatabaseShOU|d be

If you wish to change ywour password or other security preferences, choose Security Info from the

Communicator men. : passphrase protected.

; WRITE DOWN YOUR

! PASSPHRASE AND

s KEEP IT IN YOUR
Mare Info... | OK| Cancel : WALLET OR ADDRESS
} BOOK!

- J
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Akenti: User Interaction
(e e )

Your Certificates
Security Info Tou can use any of these certificates to identify yourself to other people and to web sites.
Passwords Communicator uses your certificates to decrypt nformation sent to you. Your certificates are
sizned by the orgamzation that 1ssued them
Navigator
Messenger These are your certificates:
Java/JavaScript Ilam E. Johnston - maat.lbl.gov's Lawrence Eirkele Mational Lbl:lratl:lr [ Hfiewl
Williarm E. Johnston ul's Lawrence Berkeley Mational Labaratary D erif
{ertificates AE” ¥
Delet
Tours °ee
Export
People
Web Sites
migners =
Cryptographic Tou should make a copy of wour certificates and keep them i a safe place. If vou ever lose
Modules vour certificates, vou will be unable to read encrypted mail you have recerved, and wou may
have problems identifrine vourself to web sites.

If you have more than one identity, you must select the one
relevant to this resource.

The use-conditions for resources are given, directly or indirectly, in terms of the X.509
identity certificates issued by your Certification Authority. These certificates are kept

both in your browser database and in the certificate server of the CA (which is where
they are obtained when authenticating your identity.)
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#= LBL Data Intensive Distributed Computing Research Group and Imaging a

File Edit “iew Go Communicator Help

\

Access a secure server.:

|
W 2 A D a2 £ I & %E;' !
i Back Forward Reload Home  Search Guide Frint  Security Stn:lp 1
? Wt'Ennkmarm v, Lu:n::atiu:ln:Ihttp:#www.itg.lbl.gnw’ : Secure WEb servers use the SSL :
H ,g%lmtantMessage [ntermet [:i Lookup |’_‘|' Mewt.Coal ] (Secure SOCketS Layer) pl‘OtOCO| ton

| Ernest Orlando Lawrence Eerlr}l@'

_ _ :authenticate the client and the
Data Intensive DlSt? server, and for setting up an

CDmputmg Researcll encrypted communication channel
https refers to Web servers that use,

l the SSL protocol.
Imaging and Distr]

Collaboration Gt

JD---

and

—_-----....l--------------- [Repp——
oﬂ
NEESC and " :;:knﬁrn tg;;v:nrld Wide web location [URL] ar spec@ the lacal file pau would
Information and C{)mputing >dence; |htt|:|$ Aimalib bl gov/shared ' Chooze File...

Y4
O Cj.n:lc-trr::-n Foad, 50B-2270 E~ Qnen location or file i Enmpnser‘ > <

Sua C Hawgaﬁlr Open |
This page summanzes the activities ¢ Etribute
Collaboration Group. & marker ke this B indicates that wathin one ot two hops vou'll ind an interactive resource like the
Whole Frog Project where vou can experience the benefits that mmaging and networking bring to science, education, and
ihcdustty.

Cancel Help
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we Distributed Computing BResearch Group and Imaging and Distributed Collaboration Gr -

Communizator Help

Make your identity

A 4 2 £ S & $

FReload Home Search Guide Frint  Security  Stop

available for

j{. Ll:n:atil:nn:Ihttp:.-’.-’www.itg.ll:nl.gwf

authentication.

2 Interret |’_‘|"' Lookup [:i M ewdCool

Data Intensive Distributed

Pazsword Entry Dialog

Computing Research Group _=_;

Qommmmmmmny)

: When a remote server request
3 your identity you must
unlock” your private key so

and i'ﬂ-'j that it may be used to
'¢Pﬂ"‘lﬂ oino and Phstribnted rn-F;! . authenticate your identity.

|
|
|
|
|
|
|
' (Recall that your identity is
:
|
|
|
S

) 3
Sttt I authenticated by checking that
| ! —. your private key and your
N '/ . published public key match.)
Computing Sci¥ie o - ok | Concel | : Netscape allows several option
awrence Berlels ===

oad, S0B-2270, Berkeley, CA, TTSA 54720

nzes the actvities of the Data Intensive Distributed Computing Eesearch Group and

oup. A matker ke thus B2 mdicates that within one of two hops vou'll find an interal:i

N

. : for when your passphrase is |
" requested, but at the very Ieast:
it is always requested the first :
1 time that you are
. authenticated.

I-----------------y
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Akenti: User Interaction

¥ Index for shared - Netscape

File Edit “iew Go Communicator Help

The user has met the

4 2 A D} a2 £ s A 3

Back Forward Reload  Home  Search Guide Print  Securty  Stop

use-conditions for this

th Bookmark.z \g{. Lu:u:atiu:un:Ihttps:.-".-"imglil:u.ll:ul.gu:uv.-"shared.-"

resource and access is

T ,g%lnstantMessage Internet |’_‘|'r Lookup |’_‘|'r M et Coal

| Index for shared

allowed.

Load files to this directory Load file |

security. handout [~ delete
-- Loaded on Fni Dec 19 18:00:31 PET 1957 by Mary E. Thompson

A larger asci file

.| santajpg [ delete
| -- Loaded on Fri Dec 12 158:07:01 PET 1297 by Mary E. Thompson

| This iz a larger jpeg file

sidelist.html I delete
-- Loaded on Wed Dec 31 00:22:31 PET 1997 by Mary E. Thompson

A small colorfinl html page

giftrans.c [~ delete
7| -- Loaded on Wed Dec 31 00:48:32 PST 1997 by Mary B. Thompson

\_

The “normal” operation of the
access control system is intended t
be transparent to the user, and
specific use-conditions are not
normally visible to the user. The
use-conditions, and the user
attributes needed to satisfy them,
are established elsewhere. (However
if “real” credentials beyond identity :
are required for a particular :
resource, then the user will have tos
provide those to the party who is
certifying that user attribute.)

-----G-------l/

\l--
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. I

| ¥ Netscape

I File Edit %ew Go Communicator Help
1

=

T34 5 3 & 2 £ 3 a8 @

Back Forward Reload  Home  Search Guide Print  Securty  Stop

th Bookmark.z \g{. Lu:u:atiu:un:Ihttps:.-".-"imglil:u.Ibl.guvfshareda’sidelist.html j
,g%lnstantMessage Internet |’_‘|'r Lookup |’_‘|'r M et Coal

Accelerators --mmmom g

Particle-Detection A SUCCGSSfUl aCCGS$

People Of a. da.ta. flle from :
| Seahorg Archive th e :
; vite_and Facilities :
| Sleendfaclies access-controlled !

Research, 1930-1990 . i

S directory (the |

Research, 1991 -present “ ” |

resource”). :

:

|

| |
| |

- J
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Akenti: User Interaction

W‘ " Baokmarks 4!’{. Gota: Ihttps:Mmglil:n.ll:ul.guv#sharedx’weifcreatdir.|:|I
ssh:?? ,g%lmtanthdessage Internet [:i Loakup |’_‘|' MewvkCool

s | Index for shared

12« | Load files to this directory Loadfile |

z=hz:
2005 | securityhandout 1 e -

[Sy=ed e Loaded on Fri Dec 15 Enter the World Wwide 'web location [LURL] or zpecify the local file pou wowld

[t like to apen:
2223 A larger asci file Ihttps:.-".-"imglil:u.ll:ul.gn:uv.-"shared.-’wei;"n:reatdir.pl Chooze File...

Open location or file in: ¢ Composer
santajpg [ delete ' Navigator Open Cancel Help

-- Loaded on Fr Dec 15

This 15 a larger jpeg file

. Attempted access to the “wej’ sub-directory.
:
: The “wej” sub-directory is a different resource, and has different stakeholders and
: use-conditions than “shared”.
X
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Akenti: User Interaction

| | ¥ 403 Forbidden - Netscape
n File Edit Miew Go Communicator Help

-

L W @ A Y a2 £ S a8 &

2 Back Fomward Heload Home  Seach  Guide Frint  Security  Stop
%T J'Ennkmarks «4& Location: |httpz: A /imglib. bl gov Ashared Awejdcreatdin. pl

‘:T g%lnstantMessage Internet D" Lookup D" MewCool
] L)
?| Forbidden

e | Tou don't have permission to access fsharediwefcreatdir pl on this server,

An attempted access to the “wej” sub-directory is rejected.

1 This means that a use-condition for this resource has not been met. Although this ,
: message is the same as that returned by the standaldaccessccess control method,:
1 this Web server is using the Akenti access control. Future versions of Akenti will tellr
: the user what use-condition has not been met. Currently, in order to find out why
: access was forbidden one has to know a little about how Akenti works.

\_

1
1
/
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Akenti: User Interaction

~_/ portnoy_lbl_gov - F-Secure S5H - [PORT-TH.55H]
Eile Edit “iew Help

EEENEEIENE]

ssh:iportnoy: pwd :I
fhowe/ imglib3/http. imglib/pro Akenti resources/shared/we]

ssh:portnoy: ls -—-a

vy - Lactionsi Lhtauthoricyd

sshiportnoys 'mo

more _ htauthoricy

Certificatelirectory public ldap ideoeg-ds.lbhl.gowv
‘1 Certificatelirectory trusted file Ahowe/ug/users/johnstond/public html/Certificates
UseConditionCiandIssuer "/ C=TU3/0=Lawrence Eerkeley WNational Laboratory/OoU=IC3D/CN=I
DCG—-CAM™ "/C=U3/0=Lavrence EBerkeley National Lakboratory/0U=ICSD/CHN=William E. Johnst

| on osgl"
| TgeCondRegquired http:/f fwww—itg. lbl.gov/~johnstond Certificates/ ‘ C RN l@
|

ookl s rmArt o

: Each resource has a configuration file that defines the
: stakeholders.

In practical terms, the “stakeholders” are those who can impose use-conditions on e!
. resource (e.g. the data owner). The use-conditions of all stakeholders must be SatISfIEd
: , before access is allowed. Currently the stakeholders, and where their use-conditions a{e
' located, are defined in a file that is managed by a “trusted third-party” - e.g. the .

i Webmaster - and is calledhtauthority .
|

|

|

|
\------------------------------------------------./

\v

Imaging and Distributed Computing Group, 13 ———
Information and Computing Sciences Division : : -, '|

[Akenti.UserInteraction.process.VG.fm - January 20, 1998] =t L=l



Akenti: User Interaction

/Eile Edit “iew Go Communicator Help Ll e il -a---- o - 'l\
T v e - " Use-condition !
v« 2 A 4 =2 £ S & 4 .. !

Back  Forward Heload Home Search Guide Frint  Securty  Stop § CertlflCates are [

T Wt7EDkaarks @!{. Location: {http: /fwmang-itg. [blL gose s~ johnstond/Certificates, 1 . . i
' maintained by the !

- - | |

Index of /~johnston/Certificates, stakeholders.
i [

i i

Name Last modified Dize Dezch . ] |

1 Use-conditions are retrieved

3 . from the Web server of the |
E Parent Directory 17—=Jan-295 15:15 - : Stakeh0|ders (aS SpeCified a.t :
= 40z25hZ262 .0 le—Jan-298 16:31 1k ; “A”, above) :
E gocZeddD.O 15-Jan-95 16:27 1k | |
@ pdcZeddd. 1 15—Jan-98 16:35 1k : :
@ GEcZeddd. 2 15—Jan-98 19:22 1k I L
i i

@ Marv E. Thowpson grou..l17-Jan-98 15:12 1k I I
m Fevoled/ 17-Jan-95 15:48 - : :
% imglibh-shared-UC.cert..15-Jan-95 16:27 1k i i
=l i |
= imgylib—-shared-TUC.cert. . 15-Jan-98 16:35 1k i |
= imglib—-shared-TUC.cert. . 15-Jan-95 19::22 1k : :
= imglib—-shared-wej-TUC...1l6—-Jan-98 16:31 1k | i
@ ui-mwaat.plz le—Jan-95 14:43 ik : :
I == E NN N NN NN NN . -y

N
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Akenti: User Interaction

[ Back — Fonwarn Hemad  Home  Search Lude FINE SECUMY  Siop -\
T JTBDkaarks \,_ﬁ. Lu:u:atiu:un:Ihttp:s’s’www-itg.lbl.gu:uv.-"”iu:uhnstu:ur'u"Eertificatess’imglib-shared-wei-LlE.u:ert.[l.t:-:t j
Booiriiing ——
<HTML>»
<TITLE> Use-Condition Certificate </TITLE=>
<BODY>

————— BEGIN TEEZT CERTIFICATE-——--

use—-condition 5
issuerindCi "/C=US/C=Lawrence) Eerkeley National Laboratory/OU=IC3D/CHN=IDCG-CA™ "/C=U3/0=Lawrence Berkeley Nation
attribute "{ group : HPF33 | 9%

f ieamEce http:// irng_ljh.ﬁnﬂgnvfsharedfwej

scope SULTtrES™ ™

enable accesszs read,write,modify, chmod

subjectCli "/C=U3/0=Lawvrence Eerkeley National Labhoratory/OU=IC3D/CHN=IDCG-CL™

attributelssuerindClh group Attribute "/C=US3/0=Lawrence Berkeley National Laboratory/0U=ICSD/CHN=IDCG-CA™ "/ C=U3/C

</BODY>
'-----------------------------------------------.

' The use-conditions are represented as digitally signed certificates.

|
| |
:The use-condition certificate identifies: the issuer (stakeholder); the resource; the :
: required attribute; what identity authorities will be trusted, and finally; who is trusted :
1 to certify the required attribute. Currently the location of the attribute certificates is
:given in the .htauthority file - in the future it will probably be included in the :
: use-condition certificate where the certifiers are named. :
| |
| |

Nehlelsllelslalslslelslsinlslelslislslsisllelslsislsislslslelslsislslelslsislleisllelelab”
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Akenti: User Interaction

! Mary R. Thompson group HP33.cerc imglib-shared-weij-UC.cert.0.txtld
| Revoked/ ul-maat.plz
i sshiportnoys more "Mary R. Thompson group HP3S.cert"”

Tattribute-certificate
attribute group
wvalue HE33
T notWalidBefore 9501172312452
notValidifter 9801180012452
Y gubiject "SC=U3/0=Lawvrence Berkeley National Laboratory/0U=IC3D/UID=rrt/Cl=Marvy R
Thowpson/ Email=mrthompsonld lbl. gov'
nSC=Us/0=Lawrence Berkeley National Laboratory/OoU=IC3D/CHN=IDCS-CA"
igsuer "/C=U3/0=Lawvrence Berkeley National Labhoratory/OU=IC3D/CN=William E. John
gton sgl™ "SC=US/0=Lawrence Berkeley
MNational Laboratory/0U=ICSD/CHN=IDCS—-CL"

ssh:portnovys: I

4
N = E HE HE §E | | | | | | 5 | 5 | ¥/ N ¥H ¥ ¥ ¥ H H ¥H ¥ H ¥ 5 5 5 5 =5 =5 =5 = = =5 =5 =5 =5 =5 = = = =H = = §

The attributes are represented as digitally signed certificates.,

QL? BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN W

|
|
|
1 The attribute certificate identifies: the attribute being attested to; the “subject” who :
:possesses the attribute, and; the issuer (the trusted attribute certifier). !
|
: !
| |
Y

Imaging and Distributed Computing Group, S
Information and Computing Sciences Division |
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Akenti: User Interaction

ssh:portnoys pwd

Ahome/uZ/users/johnston/public html/Certificates h

ssh:portnoy: l= -R

40z25h262.0 Marvy R. Thompson group HPS3.cert
GacZeddd. o Revoked/

G8c2eddn. 1 1mgllb shared-UC.cert.0.txtld
- —shared-UC.cert. 1. txtid

./ Revoked:
Willism E. Johnston - ud-maat group HP3S.cert
s=h: portnuys

finlic_html/Certificates/Revoked

ssh portnoy® new "Willism E. Johnston - ud-maat group HP33.cert” ..
ssh:iportnoys cd ..

15*% Jhome/uz/users/johnston/public html/Certificates

ssh:portnoy: l= -R

ssh:porthov: I

imglib-shared-UC.cert.2.txtl
imglib-shared-wej-TC.cerc.0.cxtl
ui-mwaat.pla

eEc2eddl. O imglikb-shared-UC.cert.0. Xt
G8c2eddn. 1 imglib-shared-TUC.cert. 1. txtl
G8c2eddn,. 2 imglib-shared-TUC.cert.2.txtl
Mary R. Thompson group HPE3.cert imglib-shared-wej-Ul.cert.0.txtl
Rewvoked/ ud-mast.plz

. Revoked:

4025b262.0 William E. Johnston - ui-maat_group HPSS.cer: —e——

Imaging and Distributed Computing Group, 17
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' The require attribute Is revoked (since it is not in the specified;
: location, it is not visible to the access control system.)
|

In this case the attribute certificate has been previously generated, so to enable acce
I|t must just be placed into the location where Akenti expects it to be.

Nl isllelslulelslelslstelslalslslelslsinlslslslsleislsislsle il

w

FETEROE
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Akenti: User Interaction

¥ Index of /shared/wej - Netscape

File Edit “iew Go Communicator Help

T4 > 3 % 2 £ 3 & &

Back Forward Reload  Home  Search Guide Print  Securty  Stop
JTBDkaarks ¥, Lu:u:atiu:un:Ihttps:.-".-"imglil:u.ll:ul.gu:uv.-"shared.-"wei.-" I bl

,g%lnstantMessage Internet |’_‘|'r Lookup |’_‘|'r M et Coal 1 .
»  Now the required
. |
Index of /shared/we -
] : attribute
Name Last modified Size Description : Certificate iS
: ilabl d
a Parent Directory l6—Jan-93 16:42 - i ava'l a e’ a'n
| e I :
= createdir.pl 17-Dec-97 19:07 4k ; access is a”owed
. definition=s.pl O0g—Jan-93 11:59 1k [ |
@ delete.cgi O0g—Jan-93 12:00 2k i
L
fuwwhttp.pl 13-May-97 15:44 Sk :
@ printenv 05-%3ep-97 17:09 1k [ |
L
reporterr.pl 15-Dec-97 10:35 1k i
d - 0
Setup.ogli l6—Jan-93 16:00 4k e o o e mm em e mm Em e o mm mm mm mm mm d
@ storefile.ocgl O0g—Jan-93 12:00 Sk
L
wwydates.pl 13-May-97 15:44 Sk
L
wWyerror.pl 13-May-97 15:44 4k
L
wwwmime . pl 13-May-97 15:44 4k
L
wwyurl.pl 13-May-97 15:44 12k

- /
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Akenti: User Interaction

- Netscape

File Edit “iew Go Communicator Help

< 2 A D o £ S 48 @ N
Back Fopward Reload  Home  Search  Guide Frint  Securty  Stop

W! " Bookmarks A Location; Ihttps:a’a’imglil:u.ll:ul.gn:uw’shared;"weia’definitiuns.|:||

g%lnstantl‘-ﬂessage Irtermet ['_|""r Lookup [j' M et Cool : A SUCCESSfUI acceSS

#'1/usr/ local/hind perl : Of a data flle from
# TUsed to make the URLs on the selected page absolute, sSo that the pao
# can be saved: i the
SIMGLIBURL = "http://imglikh.lbl.gov"; i

' access-controlled
# ssme as ServerRoot in httpd.contf | d ( h
$URLrootdir = "/howe/imglib3/ http. imglikb™; ] IreCtory t e

1 7 "
# should be the same as DocumentRoot in conf/srm.cont ] resource )_
$URLbasedir = "/howe/imglib3/http. imglik/ htdocs™; 1
# mode for the perl midir function. (octal wvalue) :
fwode??5 = 0775; 1

|

# the following directories are all relative to the URLbasedir and =h
s e e EEEEE S i
# not need to be changed

§RELdir = "/shared";

$GIFdir = "{RELdir/gifs"™;

§TMPdir = "§URLhasediriBRELdir/twp™;
§SCRIPTdir = "/ocgi-bin™:

COLLdir = "/shared";

SHTACCESS = "/ . htauthoricy™:
$INDEY = "homepage.html™;

require "§URLbasediri{SCRIFPTdir/reporterr.pl™;

- /
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Akenti: User Interaction

/

I 7 Metscape
Passwords I
| Security Info Your Communicator password will be used to protect your certificates. B
_ | Passwords . . .
] Ifvou are mn an enwironment where other pecple have access to yvour computer (etther
] Navigator physically o ower the networl) you should have a Communicator password.
Messenger
| JavaiJavaSecript Change Password |
I Certificates Communicator will ask for this Password: I'- s -_-_- e ':
Tours | o . User certificate ,
Peoo] " The first time your certificate 1z needed . X
LSRR * Every time your certificate is needed I (|dent|ty) database .
= Web bites . ﬁfl:er|3':' minutes of inactivity I I
| Signers : password :
4| Cryptographic | |
Cryptoa ' management. °
s i I
7 N I
I i
I i
1 1 D
I i
b2 | |
- I i
i i
A e e EEEEEEEENEBR m i
Ok | Cancel | Helpl “
\E
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